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ABSTRACT 

 
ARTICLE INFO 

We presents a new approach for providing limited information only that is necessary 

for fund transfer during online shopping there by shielding customer data and 

increasing customer confidence and preventing identity theft. The system combined 

using Steganography and visual cryptography for providing more secure. In the 

project proposed solution, are authenticating the client as well as merchant server. 

Here we send information of customer which is given to the bank side and merchant 

side is the issue of security. The system helps to clients to prevent phishing by 

providing authentication of merchant. This is achieved by the introduction of 

combined application of steganography and visual cryptography. In this way the 

system provides secure transaction. Here also use the secret image during the money 

transferring one account to another. 

 

Index term: E-Commerce, identity theft, steganography, visual cryptography. 
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I. INTRODUCTION 

Online shopping is the retrieval of product information via 

the Internet and issue of purchase order through electronic 

purchase request, filling of credit or debit card information 

and shipping of product by mail order or home delivery by 

courier. Identity theft and phishing are the common dangers 

of online shopping. Identity theft is the stealing of 

someone’s identity in the form of personal information and 

misusing that information  for  making  purchase  and  

opening  of  bank accounts  or  arranging  credit cards.  In 

2012 consumer information was misused for an average of 

48days as a result  of identity theft. Phishing is an 

illegitimate mechanism that employs both social 

engineering and technical subterfuge to steal consumers’ 

personal identity data and financial account credentials. 

Payment Service, Financial and Retail Service are the most 

focused industrial sectors of phishing attacks. Secure Socket 

Layer (SSL) encryption inhibits the interference of 

consumer information in transit between the consumer and 

the online merchant. However, one must still trust merchant  

and  its employees  not  to use  consumer information  for  

their  own  purchases  and  not  to  sell  the information to 

others. In this paper, a new methodology is proposed, that 

can provide more security, we combine steganography and 

visual cryptography,  which remove more detailed  

information  sharing  between  consumer and online 

merchant but activate successful fund transfer from 

consumer’s account to  merchant’s  account  thereby 

safeguarding consumer information and preventing misuse 

of information  at  merchant’s  side. The proposed system is 

applied to online shopping otherwise E-commerce but can 

be easily extensible for other applications like online 

banking. 

 

Project Objective: 

 

The main objective of the proposed system is to handle 

applications that require a high level of security, such as E-

Commerce applications, core banking and internet banking. 

This can be proposed by using combination of two 

applications: Steganography and Visual Cryptography for 

secure online shopping and consumer satisfaction with 

privacy.  Online shopping is mostly considered as fetching 

of product information via the Internet and issue of purchase 

order through online shopping using debit/credit cards 
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purchase request, filling of credit or debit card information 

and shipping of product by mail order or home delivery by 

courier. Identity theft are  the  common  dangers  of  online  

shopping. Identity theft is the stealing of someone’s identity 

in the form of personal information and misuse of that 

information for making purchase and opening of bank 

accounts or arranging credit cards. 

 

II. REVIEW OF LITERATURE 

 

The problems more associated with online shopping, the 

consumer’s protection in most important during the 

transaction that requires privacy and trust between different 

geographical locations or countries [1]. There is increasing 

threads over online shopping because of insecurity, lack of 

customer’s protection and trust which are vital elements for 

a successful online transaction between customer to 

customer, organization as well as individual.  

 

In [2], report we analysis major problem faced by people in 

an online transaction or shopping is security. From survey 

report, it is widely happening transaction base on e -

commerce have been constrained by security. In addition he 

analysis, consumers are concern about their privacy when 

their personal information are required to facilitate 

transaction besides, potential risks are also posed to those 

using credit cards to make purchase online. Secured system 

with privacy is needed to enhance online shopping since 

consumers cares for their privacy and security. Furthermore, 

[2] online shopping paves way to fraudulent act and 

unworthy credit orders which is also attributed to unsecured 

services. Trust also plays an essential role on consumer’s 

choice for online purchase.  

 

Roca et.al. [3] explain that trust in online businesses 

environment determines  consumers’  willingness to engage 

in online business area. He used security such as the use of 

digital signature and certificates could be more secure in 

controlling or avoiding risk of fraud for online-based 

transactions [3].  

 

In another study [4], it was pointed out that security, 

protection policy and as well as reliabilities of companies 

are major barriers to online shopping. However, consumer’s 

behavior towards online shopping includes and not limited 

to [5]; concern over unauthorized sharing of personal 

information, unsolicited contacts from the online retailer, 

and undisclosed tracking of shopping behavior. Besides, 

system security-consumers who are concern about illegal 

bridging technological protected devices to acquire 

consumer’s personal, financial or transaction-related 

information. Concern over online retailer fraud cause by 

purposeful misrepresentation or non-delivery of goods paid 

for are among the potential threat over online purchase.  

 

Improved security system for online shopping could reduce 

unworthy behavior of consumers’ with increase intention for 

online transaction [6]. Disposing of the customer’s personal 

detail and credit card information during and after online 

transaction should be avoided as it gives more room for 

illegal use of customer’s information. Trust in online 

transaction could be enhanced through policies that 

incorporate legal, technical, rigorous standards for security, 

data protection  

and as well as certificates of independent trusted third 

parties [6].  

  

Improved security in online shopping could tremendously 

encourage consumers to engage in e-commerce deal as well 

as its awareness and role among Libyan economic units. 

Consumers feel relaxed to use online medium when their 

capital and information are properly protected [7].  

 

In addition, online sellers should encourage trustworthy 

relationship in order to increase and attract consumers to 

online transaction by ensuring that every transaction is kept 

within the  

scope of agreement [8]. Owing to the need to facilitate e-

commerce transaction in Libya we hereby proposed that 

efficient measures for effective implementation of e-

commerce transaction in Libya economic developments 

should integrate web-based infrastructures. 

 

III. SYSTEM ARCHITECTURE / SYSTEM 

OVERVIEW 

 

In the proposed system, information which is submitted by 

the consumer to the online website at merchant’s site is 

minimized by providing only minimum information. It will 

only verify the payment made by the consumer from its 

account. This is accomplished by the introduction of a 

central Certified Authority (CA) and combined application 

of visual cryptographic Steganography and technique. The 

information which is obtained by the merchant will only 

validate receipt of payment from authentic consumer. It can 

be in the form of account number related to the card used 

for shopping. 

 

 
Fig 1. System architecture 

 

Modules: 

Our system has mainly three modules, an administration 

module, an authorized user module, and other user module. 

Various processes involved in these three modules are: 

 

User Module:  

User can  authorize  login access.  He  can  update  all  

personal  details.  He  also  cans authority to generated 

secure encryption process. 

 

Upload Image: 
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User  uploaded image while account creation.  That  

image is encrypted and splits for share the image to further 

process. 

 

Money Transfer: 

While  Transfer  money another account then secure 

encrypted image must to upload. 

 

Admin Module: 

Admin is the authorized person, he check all the user 

activity records as well as profile. 

 

IV. SYSTEM ANALYSIS 

 

We implement these system for avoiding the network 

security threads occurring when people online transaction. 

We analysis this system using the following points: In this 

paper we use the following algorithm for implementing the 

secure system. 

 

1. Image Uploading Algorithm 

 

In this project image uploading is must for creating the 

secret image for hiding the information for security purpose. 

Firstly you have to add packages for accessing the methods 

and functions. Then you have added the drives for 

connecting the database. Then you create the connection 

link for database. Then you put the proper sql query for 

storing the image into database. 

 

2. Mail sending algorithm 

 

Here we send the mail using the API (javax.mail). You need 

a SMTP (Simple Mail Transfer Protocol) server. 

 

V. SOFTWARE REQUIREMENT 

SPECIFICATION 

 

We have created system in java. Data is stored in mysql 

database. We have created a web application with local 

server. Web application that communicates with local server 

and Trustee Server using REST API. We have uploaded 

image on cloud. We have evaluated time required for 

steganography and encryption process generation. Here we 

also check online transaction details of each user. 

 

VI. MATHEMATICAL MODEL 

 

System Description: 

 

Input:  

• Upload image () 

• U : Upload image on DB.  

• E : Encryption File. 

• S : Steganography.  

• D : Decryption. 

 

Output:  

•   Encryption data will stored database. 

 

Input:  

• Function check (id, request, image)  

• ID: unique id for each image.  

• Request : User request for image.  

• Image: Image check both side server and client. 

 

Output:  

• Amount will transfer to another person. 

 

Success Conditions:  Our system success when secure 

image is valid for transaction. 

 

Failure Conditions: Our system fails when no any security 

policy apply to the image file. 

 

VII. CONCLUSION 

 

In this paper, we use encryption technique to provide secure 

transaction during online transaction. It secures the 

customer confidential information as well as merchant 

credential and prevent misuse of data at bank side by Admin 

Application. This method is mainly concerned with 

preventing identity theft and providing customer data 

security. It also prevents phishing. 
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